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EventTracker — Integrate Cisco 3750 Switch

Abstract

The Cisco Catalyst 3750 Series Switches are innovative switches that improve LAN operating
efficiency by combining industry-leading ease of use and high resiliency for stackable switches.

This guide provides instructions to configure Cisco 3750 switch to send the syslog to
EventTracker Enterprise. Once syslog is been configured to send to EventTracker Manager,
alerts and reports can be configured into EventTracker.

Scope

The configurations detailed in this guide are consistent with EventTracker Enterprise version
7.X and later, and Cisco 10S Release 12.1(11)AX and later.

Audience

Cisco 3750 Switch users, who wish to forward syslog events to EventTracker Manager and
monitor events using Event Tracker Enterprise.

The information contained in this document represents the current view of Prism
Microsystems Inc. on the issues discussed as of the date of publication. Because Prism
Microsystems must respond to changing market conditions, it should not be interpreted to be
a commitment on the part of Prism Microsystems, and Prism Microsystems cannot
guarantee the accuracy of any information presented after the date of publication.

This document /s for informational purposes only. Prism Microsystems MAKES NO
WARRANTIES, EXPRESS OR IMPLIED, AS TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user. Without limiting
the rights under copyright, this paper may be freely distributed without permission from
Prism, as long as its content is unaltered, nothing is added to the content and credit to Prism
/s provided.

Prism Microsystems may have patents, patent applications, trademarks, copyrights, or other
intellectual property rights covering subject matter in this document. Except as expressly
provided in any written license agreement from Prism Microsystems, the furnishing of this
document does not give you any license to these patents, trademarks, copyrights, or other
intellectual property.

The example companies, organizations, products, people and events depicted herein are
fictitious. No association with any real company, organization, product, person or event is
intended or should be inferred.

© 20174 Prism Microsystems Corporation. All rights reserved. The names of actual companies
and products mentioned herein may be the trademarks of their respective owners.
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Cisco 3750 Switch

The Cisco Catalyst 3750 Series Switches are innovative switches that improve LAN operating
efficiency by combining industry-leading ease of use and high resiliency for stackable switches.
This product series features Cisco StackWise technology, a 32-Gbps stack interconnect that
allows customers to build a unified, highly resilient switching system, one switch at a time.

In addition, the Cisco Catalyst 3750 Series is optimized for high-density Gigabit Ethernet
deployments and includes a diverse range of switches that meet access, aggregation, or small-
network backbone-connectivity requirements.

Prerequisites

e FEventTracker v7.x should be installed.

e Cisco I0S Release 12.1(11)AX and later should be installed.

Configure Cisco 3750 Switch to send syslog to
EventTracker

1. Enter the command Switch>(enable) set logging timestamp {enable | disable}. Configures
the system to timestamp messages.

2. Enter the command Switch>(enable) set logging server jp-address. Specifies the IP
address of the syslog server; a maximum of three servers can be specified.

3. Enter the command Switch>(enable) set logging server severity server_severity_/level,
Limits messages that are logged to the syslog servers by severity level.

4. Enter the command Switch>(enable) set logging server facility server_facility_parameter.
Specifies the facility level that would be used in the message. The default is local7.

% System

% Dynamic-Trunking-Protocol

% Port-Aggregation-Protocol
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% Management

% Multilayer Switching
% (CDP

% UDLD

% Other facilities

5. Enter the command Switch>(enable) set logging server enable. Enables the switch to send
syslog messages to the syslog servers.

6. Enter the command Switch>(enable) Show logging.
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Import Cisco 3750 Switch knowledge pack
in EventTracker

1. Launch EventTracker Control Panel.

2. Double click Exportimport Utility, and then click the Import tab.

'Y Export Import Utility ol & ]

1. Provide the path and file name of the Cateqgories file. Use the "..." button to browse and locate the import file.
2. Click the Import button.

Options Location
@ Category

") Filters

O Alerts

) Systems and Groups Source : -
) ASS Feeds == =
") Scheduled Reports

") Behavior Rules

- SCAP

1 Token Value

Impart I I Cloge

Figure 1

Import Category/Alert as given below.

Import Category

1. Click Category option, and then click the browse Cj button.
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2. Locate Cisco 3750 Switch.iscat file, and then click the Open button.
3. To import categories, click the Import button.

EventTracker displays success message.
Export Import Utility [‘S__<|

L]
1 } Selected Cateqory details are imported successtully,

Figure 2

4. Click OK, and then click the Close button.

Import Alerts

1. Click Alert option, and then click the browse E] button.
2. Locate Cisco 3750 Switch.isalt file, and then click the Open button.
3. Toimport alerts, click the Import button.

EventTracker displays success message.
Export Import Utility rz|

L
1 ) Selected olert Configurations are imported successtully,

Figure 3

4. Click the OK button, and then click the Close button.
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Verify Cisco 3750 Switch knowledge pack
in EventTracker

\Verify categories

1. Logon to EventTracker Enterprise.
2. Click the Admin menu, and then click Categories.

3. Toview imported categories, in Category Tree, expand Cisco 3750 Switch group folder.

Category Management
| Caiegory Tees ] Searth ]
=[] Cowce 3750 Suacs Total ealegady Ghompi = 240 Tatil caligaiias : 1100

" e
ﬁ Crnos Seset Adtwid SR hil Sardger @

Lant 10 moadied categora
[ v B, ot mlrmoEE O
3 Coco Swacn: Corfigursion marsger s
5 Cisco Swiich. Local foreardieg mmansger srmor FEADOTL 2&T 00 P faren
B Conce Sumch: Exhuechunrusl an port aggrages Cinco Swith image marager TR0 3 BN taren
[ ot Buencn Eveain comtraler wved raniig Cisco Swfich Mabess s TN 4 28 a8 Pl karEn
3 Copne T Eapowas pptus leses Cinco Swiich (3BT s urity smor HZRS0d a8 20 PN kansn
B oo S I sacuty e Chcg Swich Erpress sehp laded TEMIT4 24 31 P taren
& - Cisca Swiich: Etharmest Controiler SIT0r eyt N0 2k T3 P inrEn
ﬁ G S Hatdwire o

GG Swich Elerchenngd gnd port sqrpegeion proiocol g TRINIIA T4 1] W karen
! Toog B mage mansger
e e Swith Conbgueston mansge: sriod NI4T 08 P
azmsuw Local fmrwmd vg TaCEgE 8T Cisco Switch: © rerep pranocal TNl T3 3 B Laren
g Cote Bwerr. Puatlor= =aataged oo Swilth Access pontrol nd marages e TEAE014 37306 B barmn
B Covos Bamcn Poy manager wvw
? Cinco Twinch Cuaify of senvios srmor
q Troe Swath Shiee racager FEuLgE
B Sovos Swenon Supsreasr eme
?‘ Cobco Swscm TEMAny COMEnt REACTELLESE T
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Figure 4

\Verify alerts

1. Logon to EventTracker Enterprise.
2. Click the Admin menu, and then click Alerts.
3. In Search box, type ‘Cisco 3750 Switch’, and then click the Go button.

Alert Management page will display all the imported alerts.
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Alert Management Search: |Cisco Switch | Show All Page Size: m

[ ]| Cisco Switch: Ethemet controller eror messages High O O O O O O ] ] O
D Cisco Switch: Express Setup Failed Medium D D D |:| D D D D D
D Cisco Switch: GBIC security error Medium D D D |:| D D D D D
O Cisco Switch: Hardware emor Serious O O O O O O O O O
[]| Ciseo Switch: Port manager emor High | | | | (| ] ] ] O
O Cisco Switch: Supervisor emror Medium O O O O O [ O O |
[]| Giseo Switch: Temary Content Addressable Memory error High | (| ] | O O ] O O
[]| Gisco Switch: UniDirectional Link Detection error High O O ] O O O O 0 O
O Cisco Switch: User login failed Serious [+ | | | n | | [ O]
=+Click "Activate Now’ after making all changes [ , ¢ - | | Add alert | | Delete |
Figure 5

4. To activate the imported alerts, select the respective checkbox in the Active column.

EventTracker displays message box.

Message from webpage

X

' E Successfully saved configuration,
L

Figure 6

5. Click OK, and then click the Activate Now button.
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Categories and Reports

0
0'0

Cisco Switch Access control list manager error: This category based report provides
information related to access control list manager error.

Cisco Switch Cluster membership protocol: This category based report provides
information related to cluster membership protocol.

Cisco Switch Configuration manager error: This category based report provides information
related to configuration manager error.

Cisco Switch Etherchannel and port aggregation protocol error: This category based report
provides information related to ether channel and port aggregation protocol error.

Cisco Switch Ethernet controller error messages: This category based report provides
information related to Ethernet controller error messages.

Cisco Switch Express setup failed: This category based report provides information related
to express setup failed.

Cisco Switch GBIC security error: This category based report provides information related to
GBIC security error.

Cisco Switch Hardware error: This category based report provides information related to
hardware error.

Cisco Switch Image manager: This category based report provides information related to
image manager.

Cisco Switch Local forwarding manager error: This category based report provides
information related to local forwarding manager error.

Cisco Switch Platform messages: This category based report provides information related
to platform messages.

Cisco Switch Port manager error: This category based report provides information related
to port manager error.

Cisco Switch Quality of service error: This category based report provides information
related to quality of service error.

Cisco Switch Stack manager messages: This category based report provides information
related to stack manager messages.

Cisco Switch Supervisor error: This category based report provides information related to
supervisor error.
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0‘0

Cisco Switch Ternary content addressable memory error: This category based report
provides information related to ternary content addressable memory error.

Cisco Switch UniDirectional link detection error: This category based report provides
information related to UniDirectional link detection error.

Cisco Switch Uplink fast packet transmission: This category based report provides
information related to uplink fast packet transmission.

Cisco Switch User login failed: This category based report provides information related to
user login failed.

Cisco Switch VLAN messages: This category based report provides information related to
VLAN messages.

Cisco Switch VLAN query protocol: This category based report provides information related
to VLAN query protocol.

Alerts

0.
0'0

®
0'0

Cisco Switch Ethernet controller error messages: This alert is generated when Ethernet
controller error event occurs.

Cisco Switch Express setup failed: This alert is generated when express setup failed event
occurs.

Cisco Switch GBIC security error: This alert is generated when GBIC security error event
occurs.

Cisco Switch Hardware error: This alert is generated when hardware error event occurs.

Cisco Switch Port manager error: This alert is generated when port manager error event
occurs.

Cisco Switch Supervisor error: This alert is generated when supervisor error event occurs.

Cisco Switch Ternary content addressable memory error: This alert is generated when
ternary content addressable memory error event occurs.

Cisco Switch UniDirectional link detection error: This alert is generated when UniDirectional
link detection error event occurs.

Cisco Switch User login failed: This alert is generated when user login failed event occurs.
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